ProSafe 802.1 Ig Wireless Firewall 
with USB Print Server 



Combination Router, Switch, Print Server, Wireless 
Access Point, and Firewall Connects to the Internet 
with Cable, DSL, ISDN or Analog Modem 

One powerful device, NETGEAR' s ProSafe 802.1 lg Wireless Firewall with USB Print Server consolidates 
multiple connection features and gives users the ability to share secure wired and wireless network 
connections. Designed to connect multiple PCs without running additional wires, it allows up to 253 
users on the LAN - including up to 64 wireless users - to share one broadband Internet connection. 
Higher wireless speeds allow for distribution of large files and enables high performance 
videoconferencing. The built-in print server enables multiple users to utilize a single printer. Full-scale 
business-class security that includes Wi-Fi Protected Access enhancements* and Stateful Packet Inspection 
Firewall ensures that the network, network users, and data communications are thoroughly protected. 
Fully compliant with IEEE 802.1 lg and backward compatible to any existing IEEE 802.1 lb network 
equipment. Web browser-based settings and on-screen help make setup a breeze. Fail safe features 
provide back-up connection to the Internet. Wall-mountable to save space. 

EquippedO Built in to this firewall router is a 4-port 10/100 switch, an IEEE 802.1 lg wireless 2.4 GHz 54 Mbps access 
point, and an easy connection USB print server port that supports multiple print jobs simultaneously. An 
RS-232 serial port provides for either an ISDN/analog modem fail-over backup or dial-up connections, and a 
100 Mbps WAN port allows for future high-speed broadband services. Seventeen LEDs display status at a 
glance. Supports single remote access server (RAS) client via the serial port*. 

S Q f e g U Q rdedO Wi-Fi Protected Access (WPA) shields wireless communications with the highest available level of 

industry-standard encryption, blocking unwanted users from accessing the network without the proper 
permission and password. True firewall using Stateful Packet Inspection (SPI), Network Address Translation 
(NAT) and Intrusion Control capabilities provides defense against Denial of Service (DoS) hacker attacks, 
while 40/64 and 128 -bit WEP encryption protects the network from wireless eavesdroppers. Virtual Private 
Network (VPN) pass-through enables secure access to your office or corporate network. Web page URL 
content filtering provides administrative control over access to inappropriate web sites. Provides logging and 
reporting alerts of Internet activity. 

H e I pf u lO Smart Wizard automatically detects the ISP connection type, and automatically adjusts your configuration. 

Extensive functions include MAC Address cloning/spoofing, Import/Export router settings, Exposed Host 
(DMZ) support for unrestricted communication between the Internet and a specified device, advanced settings 
for additional control by experienced users, and secure remote management capability. Upgradable with new 
features and enhancements via downloads from www.NETGEAR.com. 



• Help is there when you need it! » 
NETGEAR provides 24x7 6 
technical support* in English, 
with selected local language 
support during office hours. 
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4500 Great America Parkway 
Santa Clara, CA 95054 USA 
Phone: 1 -888-NETGEAR 
E-mail: info@NETGEAR.com 
www.NETGEAR.com 



©2003 NETGEAR, Inc. NETGEAR®, the 
NETGEAR logo, The Gear Guy, Everybody's 
connecting and Auto Uplink are trade- 
marks or registered trademarks of 
Netgear, Inc. in the United States and/or 
other countries. Microsoft, Windows, and 
Windows Media Player are trademarks 
or registered trademarks of Microsoft 
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other countries.Other brand and product 
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Information is subject to change without 
notice. All rights reserved. 

* Free basic installation support provided 
for 90 days from date of purchase; 
optional premium support available. 
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Product specifications 

• Physical Interfaces: 

- LAN: Four (4) 10/100 Mbps, 
Auto Uplink™ RJ-45 ports 

- WAN: One (1) 10/100 Mbps Auto Uplink RJ-45 
port RS-232 serial port with DB-9 connector for 
external analog or ISDN modem 

- Printer Connection: USB 1.1, upgradable to USB 2.0 
with up to 1.5 Mbps transfer rate 

• Wireless: 

- IEEE 802.1 lg 54 Mbps Wireless Access Point 

- Single 5 dBi, detachable antenna 

- Typical maximum output power in Channel 6: 
North America and most other countries: 19 dBm, 
EIRP 24 dBm Europe: 14.6 dBm, EIRP 19.6 dBm 
(EIRP includes antenna gain) 

- Typical maximum recieve sensitivity: -85.4 dBm, 
EIRP -90.4 dBm 

Physical Specifications: 

- Dimensions, not including antenna (lxwxh): 32 x 
188 x 124 mm (1.25 x 7.4 x 4.9 in.) 

-Weight: 0.64 kg (1.4 lb) 

- Power Adapter: 12V DC 1.2A 

Plug is localized to country of sale for North 
America, UK, Europe, Australia 

- Processor: 166 MHz, Brecis MSP2007 

- Memory: 2 MB Flash, 8 MB DRAM 

• Performance Specifications 

- WAN-to-LAN throughput: 55.9 Mbps 

- Average Wireless thoughput: 20 Mbps 

- Users Supported: Up to 253 on LAN, 64 on WLAN 

• Environmental Specifications: 

- Operating temperature: 0 to 40° C (32 to 104° F) 

- Operating humidity: 90% maximum relative 
humidity, noncondensing 

Software Specifications 

• Protocol Support: 

- Network: TCP/IB DHCP server, PPPoE, NAT, ICMI> UDP 

- Routing: Static Routes, Dynamic Routing (RIP vl 
and RIP v2), NAT (one-to-many) 

- Print Server: TCP/IP 

• Security: 

- Firewall: Stateful Packet Inspection (SPI), NAT, DoS 
Attack prevention, Intrusion Detection including 
logging, reporting and alerts 

- Logging: Dropped Packet, Security Event, 
E-mail, Syslog 

- Filtering: Port, IP Packet, JAVA™/ URL/ActiveX® 
Blocking, URL Keyword, 

- VPN: IPSec, L2TP, and PPTP VPN pass-through 

- Wireless: 40/64- and 128-bit WEP encryption 
and WPA* 

• Management: 

- Smart Wizard Browser-based administration 

- Remote management by IP Administration Address 
using SSL 

- DHCP Server, WAN DHCP Client 

- Port Range Forwarding 

- Exposed Host (DMZ) 

- Enable/Disable WAN Ping 

- DNS Proxy, PPPoE login client support 

- MAC Address Cloning 

- NTP support 

- Save/Restore Configuration files 

- Upgrades via Web Browser 

- Diagnostic Tools (ping, trace route, other) 

- Display statistics 



Regulatory and Agency Approvals 
• Electromagnetic Compliance: 

-FCC Part 15, Class B 

- Wi-Fi certification 



Warranty 

- NETGEAR 3-year Warranty 
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Re a u i rements 

■ Broadband Internet service and modem with 
Ethernet RJ-45 connector 

■ 2.4 GHz wireless adapter or Ethernet adapter 
and cable for each computer 

■ TCP/IP Networking software (Windows® 95, 98, 
Me, NT, 2000, XP, NetWare®, UNIX®, Linux®) 

• Internet Explorer 5.0 or Netscape® 4.7 or higher 

■ Windows 95, 98, Me, 2000, or XP for Print Server 



Packaae Contents 

- ProSafe 802.1 lg Wireless Firewall 
with Print Server FWG114P 

- Ethernet cable 

- Power adapter 

- Resource CD 

- Installation guide 

- Warranty/support information card 



NETGEAR Related Products 

• Wireless 

- WAG 5 1 1 802. 1 la/b/g Dual Band PC Adapter 

- WAG31 1 802.1 la/b/g Dual Band PCI Adapter 

- WG5 1 1 54 Mbps Wireless PC Card 

- WG31 1 54 Mbps Wireless PCI Card 

- WG 121 54 Mbps Wireless USB 2.0 Adapter 

- ANT2405 5 dBi omni-directional antenna 

- ANT24D18 18 dBi patch panel directional antenna 

- Antenna cables in various lengths 

- MA701 802.11b Compact Flash Card 

• Wired 

-FA120 USB 2.0 Adapter 

- FA311 PCI Adapter 
-FA411 PCMCIA Card 
-FA511 CardBus 

- XE102 Powerline Bridge (for U.S. only) 



* WPA and RAS available via future firmware updates 
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